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IP Address Restrictions

The TempWorks Open APl validates the IP address of each request when using OAuth bearer tokens. Companies
wishing to use OAuth must provide TempWorks with a range of IP addresses that their requests will originate
from. The IP range(s) can be provided in a variety of IPv4 formats:

e SingleIP“1.1.1.1”

IPRange “1.1.1.1-1.1.1.20"

e |P Range (shorthand) “1.1.1.1-20”
CIDR“1.1.1.1/20”

Network/Mask “1.1.1.1/255.255.255.20”

*Note* Any requests that come from outside the configured range will receive a response with an HTTP status
code of 403 and an error message of “Request blocked due to invalid IP Address”.



